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UC President’s Letter: Outcomes to Be Achieved by May 
2025

100% Compliance with UC 
cybersecurity awareness training

UCR is at ~86%

100% Inventory and management 
of devices and vulnerabilities 1

UCR is at ~30%

100% Compliance with Endpoint 
Detection and Response software

UCR is at ~60%

100% Compliance with multi-factor 
authentication on all email systems

UCR is at ~90%

Data Loss Prevention tool 
configured on health email system

UCR and UCR Health is at 0%

Timely escalation of incidents and 
a documented program

UCR is at ~100%

1: Devices are laptop, desktop, and servers. Students are exempt. There are other special cases that will also be exempt or allowed to seek an exception.  



Why This Mandate?

1. To better protect our people and our 
mission

2. To defend against the exponential 
increase in cyber threats that target 
higher education

As a result, UCOP has advised of 
campus consequences for 
non-compliance



What’s My Role?

Complete UC Cyber 
Security Awareness 
Fundamentals training 

The tools will be provided to employees at no cost. Employees 
who use devices that are not managed by ITS or their local IT 
department will need to install the tools themselves. 

Install and use the three 
UCR-supplied security 
tool applications

Use the DUO mobile app 
to authenticate into UCR 
systems 

These are vital and urgent first steps we must take to enhance UCR’s security posture and align with UC cybersecurity expectations.
The campus can expect that additional measures may be implemented as UCR works to come into full compliance. 



What’s My Role?

In an effort to mitigate the campus 
consequences outlined in the President’s letter, 
UCR must address non-compliance via:

● Restricted access to campus resources 
such as networks, WiFi, and online service 
applications

● Other potential repercussions currently 
being determined by campus leadership 

These measures are necessary to help ensure 
the safety and security of both the UCR 
community and our larger UC community.



Awareness & 
Engagement

Protocol/Toolset 
Training & 

Implementation 

Timeline to Meet May 2025 Deadline 

Hypercare, 
Reporting & 
Assessment

April 2024 October 2024 January 2025

Enforcement & 
Continuous 

Improvement

March 2025



Available Support

Now

● Initiative website with info, resources, 
FAQs

● UC Learning center to access training

● Department meetings & campus 
presentations

Coming Soon

● Toolset downloader 

● Self-help articles in the Knowledge Base 

● Pop-up help desks & office hours 



Stay Informed: its.ucr.edu/cybersecurity-mandate-2025



Security Investment Roadmap

While the UC Cybersecurity Mandate 2025 
catalyzes immediate action, it's important 
to understand that UCR has already 
embarked on a journey to enhance its 
information security through the UCR 
Secure Trust program.

• Built on five key pillars

• Mandate aligns with and reinforces 
the goals of UCR Secure Trust 

• UCR Secure Trust provides a 
broader framework for continuous 
improvement and long-term 
cybersecurity resilience



Thank you!


